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About me

* BA History (Saint Mary’s College — IN)

* MLIS — University Wisconsin Madison
* Focus on Archives & Records Management

My Journey to DP:

- Archivist (Wisconsin Historical Society)
Archivist at Northern lllinois University

Director of Digital POWRR

Preservation Specialist, NEDCC

Digital Archivist, Filson Historical Society (KY)
Digital Preservation Librarian, IU Libraries




What is Digital Preservation?
Digital Preservation Practices

Infrastructure &

Environmental Impacts
Recent Case Study

Solutions?



Digital Preservation is Active

* Digital Preservation "refers to the series
of managed activities necessary to
ensure continued access to digital
materials for as long as necessary ...
(digital preservation) refers to all of the
actions required to maintain access to
digital materials beyond the limits of
media failure or technological and
organisational change."
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OAIS Reference Model
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Concepts in Digital Preservation

What do we mean by “digital?”

e Bits/Bitstream
o Filetype/Format

° Software: source code & machine code

o Middleware
e Platforms/OS

° Firmware & Hardware



Checksums (An Interlude)
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A file checksum is a calculated string of number and letters that acts as a
fingerprint for the particular file that it was calculated from.

Why are they used?
To ensure the integrity of a file after it has been transmitted from one
storage device to another
To confirm that a file has not degraded or corrupted after being stored
on a device for a period of time (compare previous stored
checksum to recalculated current value).
With some limitations, it can also provide assistance in determining if a
file or files have been modified since they were ingested.

How are they calculated?
Checksums are calculated using hash functions. Hash functions are
mathematical functions. (Md5, SHA-1, SHA-256, etc.)


http://digitalpowrr.niu.edu/
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Keep multiple copies and perform integrity checks

/2024
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Checksums



What could go wrong?

e Network dropouts at critical times

e Disks get full, subsequent data copied there is lost
e Software bugs lead to unexpected results

e Human error leads to all sorts of issues
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3-2-1: THE
BACKUP
MNEMONIC

THREE copies

TWO different
types of storage
medium

ONE offsite.




INFRASTRUCTURE

DIGITAL PRESERVATION AND
ENVIRONMENTAL IMPACTS
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STORAGE IS “CHEAP”

“The daily work of digital
preservation practitioners...
is dependent on cheap and

abundant energy.”

“Historically, this energy has
been generated from fossil

fuels (coal, oil, and gas).”

DPC Tech Watch report, Environmental

Impact and Digital Preservation, Eira Tansey,

http://doi.org/10.7207/twgn24-01

3 Standard - General purpose storage for any type of data, typically used for frequently accessed data
First 50 TB / Month

Next 450 TB / Month

Over 500 TB / Month

S3 Intelligent - Tiering * - Automatic cost savings for data with unknown or changing access patterns
Monitoring and Automation, All Storage / Month (Objects > 128 KB)

Frequent Access Tier, First 50 TB / Month

Frequent Access Tier, Next 450 TB / Month

Frequent Access Tier, Over 500 TB / Month

Infrequent Access Tier, All Storage / Month

Archive Instant Access Tier, All Storage / Month

$0.023 per GB
$0.022 per GB

$0.021 per GB

$0.0025 per 1,000 objects
$0.023 per GB
$0.022 per GB
$0.021 per GB
$0.0125 per GB

$0.004 per GB
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http://doi.org/10.7207/twgn24-01

There is no cloud

it's jJust someone else's computer
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Hardware

* Personal computers
* Servers

* Data Centers

* Obsolete media
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End-user
devices

 How are we accessing the
material?

 How are we recycling the

materials? s
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* How are the materials =" A - e T‘__= — ||
transported? T A =

* Are our users accessing our
collections on old, energy-
wasting machines, or newer
ones?




“Yet energy is the foundation of all things digital, and “Digital materials require energy

thus all things digital preservation. It takes energy to for their storage creation, also
write bits on a disk. It takes energy to read them. It takes known as embodied energy. Oil is
energy to cool the physical substrate that the bits live on transformed into plastic cases

so that they don’t get too hot or too humid. It takes and cables. Drills dig into the
energy to run fixity checks to ensure that the bits have earth to extract minerals and

not changed over time.” metals used to create the

electronic elements.”

“Information and Communications Technology (ICT)
infrastructure relies on the power grid it connects to, and
60% of the electricity generated in the United States
comes from fossil fuels.”

Schaefer, S. 2024. “Energy, Digital Preservation, and the Climate: Proactively Planning for
an Uncertain Future.” iPRES 2024. https://ipres2024.pubpub.org/pub/1sm257xx/release/2



https://ipres2024.pubpub.org/pub/1sm257xx/release/2
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Are we right to focus only on carbon for now?

V Yes! This is a best first step.

% Em C
We could think more about the carbon embodied in the energy 5
. devices we use and how these devices were produced (e.g. row materials — —> studied product/service
|—¢—| . . . . a Process
O G § raw material extraction, manufacturing, transportation, ok il RIS wow, .
retail processes). A -
(\; waste Le.q. emissions 1o I ol )
,& We may need to consider emissions to air, emissions to
C ’ water, even perhaps noise which has an environmental
impact.



CASE STUDY




Measuring
environmental impact at
CLOCKSS

DiMPACT ~% CLOCKSS
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peen— e — HOW CLOCKSS
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CLOCKSS preservation machines

Stanford Rice Indiana Edinburgh Others
Physical machines |ingest1 ingest3 ingest4 clockss-edinburgh | clockss-virginia
ingest2 clockss-alberta
ingest5 clockss-rice clockss-indiana clockss-oclc
clockss-humboldt
clockss-stanford clockss-milano
clockss-stanford2 clockss-anu
clockss-nii
clockss-ftp
clockss-ftp-backup
Virtual machines triggered-stanford triggered-edinburgh
triggered-lb
content1
content2
content3

content4




Data Gathering

What are the specifications for each machine?

How much energy do the manufacturers claim that
these use?

What is your evidence of how much energy they
actually use?

How much is each idle or active?

For ingest, what proportion of content is pushed to
CLOCKSS vs scraped by CLOCKSS?

For preservation, what fixity or other checks do you
do?

For egress, how do you migrate and make content
available?

At each site, what is the source of energy and how
much of it is from renewable sources?

What happens to decommissioned machines?




Stanford example

* The majority of CLOCKSS machines are at Stanford.

* Stanford University is using a very high renewable
energy profile thanks to the sun in California.

* Stanford owns a solar power plant in southern
California which matches the power from the grid in
northern California. They also have solar panels on
rooftops, and contracts with energy companies that
also supply electricity from (mostly!) renewable
sources. Exact mix depends on the day.

* For cooling data centres, Stanford uses a chilled
water system, whereby giant ice cubes are made in
the ground at night and then those ice cubes melt
during the day to provide cooling. It is a heat pump
and exchange type of process that produces cooling
during periods when it's relatively inexpensive to do
SO.

* We discovered that the university has an Office of
Sustainable Energy with lots of experts who were very
helpful.




Indiana University

* About the node at IU

o Integrated within the overall data center and intelligent
infrastructure.

o Physical machines (2 running)

* Racks contain other machines, which made it nearly
impossible to get concrete numbers

o At the time of data gathering in 2023, older systems were
being upgraded so 3 were running and migrating up to
100TB per day

o IU Office of Sustainability was very helpful in overall
needed, and discussions are now ongoing on how to make
DP more sustainable. However, Bloomington is grid
dependent with Duke Energy as the electricity provider:

« 70% Coal

« 29% Natural Gas
« 0.17% Solar

« 0.85% Hydro
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CLOCKSS Digital Archiving Model

CLOCKSS Digital Archiving Model

Last Updated 05/09/2024

Methodology follows the DIMPACT methodology available at:

hitps:.//dimpact.org/resource?resource=2

The model is calculated with a reference period of 1 month

Mote: This model currently does not include any embodied emission calculations.
Grid carbon intensites are generation only Magnitude Checks
Summaw Servers
Number of Servers 26
Wwer g Nt
Server Type Combined Monthly Carbon Footprint (kgC0O2e/month) Total ldle Power ”22:_2 Watts
1.187 Mean Max Power 14995 Watts
7,016 Mean Utilisation 57%
142
Open Access 33 Storage
Total Servers 8.373 Total Storage 11,597.25 TB
Mean Wh/TBh 0.65 WhiTBh
Networking Activity Type Combined Monthly Carbon Footprint (kgC0O2e/month)
Integrity Checking i Total Server Power 17,728.78 W
Harvesting 38 17.73 kW
Content Serving 7
Total Networking 46 Total Storage Power 7538.2125 W

7.5382125 kW

End User Devices EUD Type Combined Monthly Carbon Footprint (kgCO2e/month) Overall
Metworking 7 Total Server & Stroage Power 25.27 kW
End-user Devices 672 Datacentre PUE 1.50
Total End User Devices 679
hrs/month 730.50 h/month
Combined Monthly Carbon Footprint (kgCO2e/month)
Admin/Development 29.00 27,686.31 kWh/month
Weighted Mean Grid Intensity 0.376382479 kgCO2e/kWh

Sum Total Carbon Footprint 9,127 kgCO2e/month Total carbon footprint of Data Centres 10,420.64 kgCO2e




CLOCKSS Digital Archiving Model
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CLOCKSS Digital Archiving Model - Servers
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SOLUTIONS?

Bringing it all together.

What can we do?




SELECTION

The field is calling for a paradigm shift
We need to be highly selective of materials

Permanent retention?

Selection criteria and policies




FINAL TIPS &

TAKEAWAYS

Ask questions!

*Does your organization use cloud
computing? Cloud preservation
storage?

*Reach out to vendor for
information

*What are your organization’s
disposal/recycling policies of

older equipment?

Learn more about carbon footprinting

Find a webinar to watch
Read DPC Tech Watch Report “Environmental Impact

and Digital Preservation”

Follow (or join!) the National Digital Stewardship
Alliance (NDSA) Climate Watch Working Group
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https://www.dpconline.org/digipres/discover-good-practice/tech-watch-reports
https://www.dpconline.org/digipres/discover-good-practice/tech-watch-reports
https://ndsa.org/groups/climate-watch/
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LEARN MORE (AND MANY THANKS, TOO!)

e CLOCKSS (and LOCKSS)
* https://clockss.org/ and
* https:/www.lockss.org/

* DIMPACT
https://dimpact.org/about

* Digital Preservation Coalition (DPC)
e https:/www.dpconline.org/
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THANK YOU

Danielle Taylor

dspalenk@iu.edu

https://libraries.indiana.edu/danielle-

taylor
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